
Lance J.M. Steinhart, P.e.
Attorney At Law

1720 Windward Concourse
Suite 115

Alpharetta, Georgia 30005

Also Admitted in New York
and Maryland

February 26,2009

Electronic Filing via
www.fcc.gov/cgb/ecfs

Marlene H. DOltch, Commission Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Washington, DC 20554
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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Multiline Long Distance, Inc. hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

itted,

. Steinhart
Atton for
Multiline Long Distance, Inc.

Enclosures
cc: Everard Kidder Meade III
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J, Everard Kidder Meade III, President of Multiline Long Distance, Inc., celiify that I am
an officer oftlle company named above, and acting as an agent of the company, that I
have personallmowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 el seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Multiline Long Distance, Inc. 's procedures ensure that the company is in compliance
with the requirements set fmih in Section 64.2001 el seq. ofthe Commission's rules.

f2~rad ( #ItaLt
Name: Everard Kidder Meade III
Title: President

FCC Annual Filing
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Mulliline Long Distance, Inc. has not taken any actions (proceedings instituted 01'

petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
repOlt on any infonnatiol1that they have with respect to the processes pretexters are using
to attempt to access CPNI, and what steps companies are taking to protect CPNI.

Multiline Long Distance, Inc. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number ofcustomer complaints a
company has received related to unanthorized access to CPN!, or unauthorized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
infonnation, or instances of improper access to online information by individuals not
authorized to view the information).

«-verardr ~ltlL
SignePI

Everard Kidder Meade III, President

FCC lUlnual Filing
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Exhibit A

Multiline Long Distance, Inc.

Compliance Requirements



Multiline Long Distance, Inc.
8044 Montgomery Road

Suite 700
Cincinnati, Ohio 45236

Compliance Requirements

Multiline Long Distance, Inc. ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Section 64,Z005 Use Qf (:ustomer proprietary network information without customer
approval.

(a) Any telecommwucatioDs carrier may US~\ disclose) or permit access to CPNI fur the purpose of
pl'Oviding or marketing service offerings among the categories of service (i.e" local, mterexchange; and
CMRS) to which the oustomer already subscribes from the same carrier, without customer approval.

(1) If a teleconununicatioDs carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier~s affiliated entitie'S that pJ'ovide a service offering to the: ?ustomer.

(2) If a. telecommunications carrier provides difterent categories of service, but a customer does
not subscribe to more than one offering by the carder, tbe oarrier [$ not permitted to share CPNl with its
affiliares, except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or pennit acce-ss to CPNl to market to a
'customer service offerings that are within a c?ltegory of service to which the subscdber does not already
subscribe fl:om that carriert unless that carrier has customer approval to do so, except as descn"boo in
paragraphic) of this section.

(1) A wireless provider rna)' use) discloscl or pennit access to CPNL derived from its provision of
ClviRS, without customer approval~ for the provision ofCPE and information servicc{s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service, or
interexchange service, without customer approval, for the provision of CPE and <lall answering, volo\} mail
or messaging, voice storage and re~'ievat services; fax store and forwaJ'd, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, 01' permit access to CPNI to identify or
track customers that call competing service providers. For examplel a local exchange carrier may not use
local service epN! to track all customers that call IDea! service competitors.

(0) A telecommunications carrier may use; disolose f or permit access to CPNI, without customer
approval, as described in this paragraph (0).

(1) A teleconummications carrier may use, disclose, or permit aoo$Ss to CPN4 without customer
approval, in its provision of inside- wiring installation, maintenance, and repaIr services,

(2) CMRS providers may use, disclose, or permit access to CPNI for the purplJse of oondueting
research on the health effects ofCMRS.



(3) LECs, CMRS providers, and inrerconnected VolP providers may use CPNI, without customer
approval) to market services formerly known as adjunc:t-to~basic services, such as) but not limited to, speed
dialing, computer~provided directory assistance, call monitoring, call tracing, call blocking, call retum,
repeat dialing, call tracking, call waiting, caller 1.D., call forwarding, and certain Centrex features.

(d) A telecorrununications carrier may usc, disclose, or pelmit access to ePNI to protect the rights
•••••••• u ••u. 9I..E!~E~~~~E2.~~ier,~F to protect users £~~!~~.~e se~Y!5~.~.?_~they-.£.~ie~,.~p~.~~~l~llt, ,~~~?!~~~_?!__ ~. "_"'~ "_." ~.__"__.".~,,

unlawful use of, or sUbscription to, such services. ' -_. ""

11.. Compally Itas adopted specific CPNI policies to e/lsure tltat, ill lite absellce ofcustomer approval,
CPNI /s ollly usell by Ille Compauy to provide or markel servlee offeriugs amollg tile categories of
service (Le., local, interexcltallge, altd CMRS) to which the customer already subscribes. Tile
COmp{wy's Cl'NI polIcies prohibit tile sltarillg of CPNI witlt affiliated compallies, except as permitted
under Rule M.2005(a)(l) or witll customer approval pursuant to Rule M.2007(b). Tile only excepllolls
to tllese policie., are as permitled under 47 U.S.c. § 222(d) alld Rule 64.2005.

Section 64.2007 Approval reqUired for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approvai through written, oral or electron.ic
methods.

(l) A reiecommunications carrier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

III all circumstances where customer approval is reqUired to use, disclose or permit access to CPNl, the
Compa1lY's CPNlpqlicles reqltire Iltat tile COn/paIlY obtain cuslomer appl'oval throltglt written, oral or
electronic methods in complinJwe with Rule 64.2007. A clistomer's approval or disapproval remains in
effect Itlltilihe clts/Qmer revokes or limits lite approval or disapprovaL Tlte Company maMaills records
ofcustomer approval (wltether written, oral or electronic) jor a minimum ofoneyear.

(b) Use ofOpt-Out and Opt-Ill Approvai Processes. A teiecommunications carrier may, suhject
to opt-out approval or opt"in approvai, use its customer's indlviduaily identifiable CPNI for the purpose of
marketing conununicationsvrelated services to that customer. A telecommunications carrier may, subject to
opt"'out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose
of marketing conununications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecorrununications carrier may also permit such person Qr entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph1 or as otherwise
provided in section 222 of the Communications Act of 1934, as amended1 a telecommunications carrier
may only usel disclose, or perm.it access to its customer's indiVidually identifiable CPNl subject to opt-in
approval.

The Company does Ilot use CPNI for allY purpose (Includillg marketillg commullicatiollS-related
services) ami does 'not disclose or grant access to CPNI to any party (including to agellts or affifiates that
prOVide communications-related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary netwol'k information.

(a) Notification. Generally. (1) Prior to any solicitation for customer approval, a
telecominunications carrier must provide notification to the customer ofthe customer's right to restrict use
of, disclose of) aud access to that customer's ePNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
.'"""""--'-"---"efectiori'lc:-f6f"a:ffi'asfOiie year:--"---·-·------"--'-·--·--:----,,···,--····----·-·--- -~"----~-,---.-_.----'"""--".----_..--_ -.-._-"""-,".,.,.., ,

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNJ.

(c) Content ofNotice. Customer notification must provide snfficient infonnation to enable the
customer to make an informed deC'ision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPNI.

(l) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality ofCPNI.

(2) The notification mnst specify the types ofinformation that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which ePNI will be used, and inforn, the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, ca.rriers may provide a brief
statement) in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPN!.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
~type, and be placed in an area So as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portIons of ti,e
notification must be translated into that languag~,

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance
the carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze tilird-party access to CPN!. .

(9) The notification must state that any approvai, or denial of approval for the use of CPNI
outside of the service to whi,eh the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(l0) A telecommunications can'ier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI palieies reqaire that castomers be notified of their rtghts, and tlte Company's
obligations, with respect to CPNI prior to any solicitation for customer approvaL All required customer
notices (whether written, oral or electronic) comply with tlte requirements Of Rule 64.2008. The
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Compally maintains recQrds of all required customer notices (whether written, oral or electronic) for a
minimum ofone year.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt~out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) ofthjs section). The contents of any such notification
must comply with the requirements of paragraph (c) ofthis section.

.. _--'",-"~"."." ..•__.._--,,-,.__._~"----------------------_ _-"---,-_ _--.__._---"'_._,.__._--,-,,"'-"-_._._--_.,------"~ ..•.

(I) Carriers must wait a 30·day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or pennit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to ron from the
date on which the notification was sent; and

(il) In the case of notification by mail, the waiting period slJaU begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the opt-ou:t mechanism must provide notices to their customers every two
years.

(3) Telecommunications cetlTiers that use e-mail to provide opt-out notices must comply with the
followh1g requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable~ prior approval from consUmers to send notices via e
mail regarding their service in gencral l or CPNI in particular;

(li) Can-iers must allow customers to reply directly to e-mails containing CPNI notices in order to

(iii) Opt-out e-mail notices that are'retwned to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line ofthe message
clearly and accurately identifies the sUbject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt~out that
is of no additional cost to the customer and that is available 24 hours a day) seven days a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The Company does not curreJIIly solicit "opt out" customer approvalJor the /lSe or disclosure oJCPNL
The Company does not use CPNI Jar any pnrpose (incu,dlng morketil.g conUllul/icaliollS-reiated
services) Iwd does I/ot disclose or grant access to CPNI to any party (including to agents or affiliates tlrat
provide commul/kattons-related services), except liS permitted ullder 47 U.S.c. ,~ 222(d) and Rule
64.2005.

(e) Notice Requirements Specific to Opt-In. A teleconununications carrier may provide
notification to obtain opt-in approval through oral~ Vlfitten~ or electronic methods. The contents of any such
notification must comply with the requirements ofparagraph (c) of this section.

The Company does not currently solicit "opt in'f customer approval/oT tlle use or disclosure oj CPNI.
The Company does not use, disclose or grant access to CPNI for allY purpose, to any party or in allY
manner tltat would require a customer's "opt ill" approval under the CommisSion's CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use ofCPNI. (1) Cariiers may use oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration"ofthe call~ regardless of whether carriers use opt~out or opt-in approval based all the nature ofllie
Contact.

(2) The content, of any such notification must comply with the requirements of paragraph (c) of
this section, except that telecommunications carriers may omit any ofthe following notice provisions ifnot

---rerevaii1to1llellmlteuuse lOi-WiilClilJie-cmrJerseekSCPNT:'--------------------------------------------------,--,----------------------

(i) Carriers need not advise customers that if they have opted~out previouslYl no action is needed
to maintain the opt~out election;

(Ii) Carriers need not advise customers that they may share CPNI with their afiiliat.. or third
parties and need not llame those entities) if the limited CPNI usage will not result in use by~ or disclosure
to, an affiliate or third party;

(iii) Can-iers need not disclose the means by which a customer can deny or withdraw future access
to CPNI I so long as carriers explaul to customers that the scope ofthe approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise sreps a customer must take in order to grant or
deny access to CPNl j as long as the carrier clearly communicates that the customer can deny access to his
CPN! for the call.

lit instances where the Company seeks one-time customer approval/or the use or disclosure o/CPNl,
the Company obtains such approval ill accordance with the disClosures, metllods und requirements
contained In Rule 2008(/).

Section 64.2009 Safeguards required for use of customer proprietary networlc information.

(a) Teleconununications carriers must implement a system by which the status of a customer's
,CPNI approval can be clearly established prior to the use of CPNl,

The Company's billing system allows authorized company personnel to easily determine the status Of a
customer's CPNI approval on the customer account screen prior to the use or disclosure ofCPNI.

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI. and carriers must have an express disciplinary process in plac<;l,

The Company has established CPNI compliance policies tltat include employee training on restrictions
on the use and disclosure of CPNI altd required safeguards to protect (lgaiJlst unaut1lorized use or
disclosure ofCPNL Employe",,' have siglled that they understalld the CPNI policies and a violation of
those policies will result ill disciplinrlfy action.

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates~ sales and marketing campai.gns that use their customers' CPNI. AU carriers shall maintaul a
record of all instances where CPNJ was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must includc a description of each campaign, the specific CPNI that
was used in the campaignl and what products and services were offered as a part of the campaign. Carriers
shall retain the record for a minimum of one year.

Tile CompallY's CPNI policies require that all sales aud marketing campaiglls includillg tllose utiliZing
CPNI be recorded and kept on file for at le(J$t one year. Records are also maintainedfor disclosure or
access to CPNI by third parties. The records inclUde tlte required illformation listed In Rule 64.2009(c).
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(d) TelecOimnunications cal1'iers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out~bound marketing situations and maintain records of carrier
compliance for a minimum period of one year. Specifically) sales personnel must obtain supervisory
approval of any proposed out~bound marketing request for customer approval.

The Company's CPNI policies require employees to obtain approval from the Company's CPNI
.. ... ...•••CQ!!!P.l1!!ltce O{[lJ;eLf!!!..i!lLlJl!!I!ifi11I1KfJ!!!}PJl!lJlM,lfJpludiJl!UlJasVltil/fi!11L.9Pl':fl, Wior toElitiglil1lL!l!!!L••...__.__••••• .........•

campaign. Record of the marketing campaigns, along witlt the appropriate supervisory approval is
mallltailledfor at least Olte year.

(e) A telecommunications carrier must have an officer, as an agent of the carrier~ sign and file
with the Commission a compliance certificate on an annual basis. The officer must state ill the certification
that he or she has personal knowledge that the company has established operating procedures that arc
adequate to ensure compliance with the rules in this SUbpart. Tbe carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliance with the rules in this SUbpart. In addition, the carrier must include an explanation of any
actions taken against data brokers and a summary of all customer complaints received in the past year
conceming the lUlauthorized reiease of CPNL This filing must be made annually with the Enforcement
Bureau on or before March 1 in BB DocketNo. 06~36, for data pertaining to the previous calendar year.

nte required ufficer certification, actiuns taken ogalns! dala brokers and summary Of customer
complaint (/QcuUlenis are included wltlt this accompanying slatement. Tile Company will file tltese
documents on an allnual basis on or before March 1for data pertaining to the previous calendar year.

(f) Carriers must provide written notice within five business days to the Corrunission of any
instance where the opt~out mechanisms do not work properly, to such a degree that consumers' inability to
opt-out is more than an anomaly.

(1) The notice shall be in the fonn ofa letter, and shall include the caITier's name) a description of
the opt-out mechanism(s) used, the prablems(s) experienced, the remedy proposed *nd when it will be/was
implemented, whether the relevant state cQrnrnission(s) has' been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact infonnation.

(2) Suoh notice must be submitted even if the carrier offers other methods by which consumers
may opt-out.

Tile Company does /lot currelltly solicit ffopt out" customer approval/or the use or disclosure 0/CPNl.

Section 64.2010 Safeguards on the disclosure of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications calTiel's must take reasonable measures to discover
and protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online aCCO\Ult access, or an in~store visit.

The Company's CPNI policies altd employee training include reasonable measures to discover and
protect agm)lst activity that is indkatlve ofpretexting amI employees are instructed to notify the CPNI
Compliance Offker Ifany sitch activity is suspected.

(b) Telephone access to CPNl. Telecommunications carriers may oniy disclose call detail
information over the telephone, based on customer~initiated telephone contact) if the customer first
provides the carrier with a password, as described in paragraph (e) of this section, that is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a passwor~ the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, Of, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrier during a

6



customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
c8lTier is permitted to discuss the call detail information provided by the customer.

The Company's CPNI policles enSllre Ihat a cllstomer is on(y able 10 access call delall informalion over
11Ie telephone fn one of the ways Iisled in Rule 64.20IO(b), If the cuslomer caunol remember thefr
password, they are prompted to answer a security question, Neither the password liar tlte security

...........~..."..,~ ,".. ,"_,qJf!.~fp!L!f;!f£.£~£1-'?!!.!!!E.t!,f}2./!!!!!.!!!!:ble ~lEJ£'!!RE!£.~l i,tf!!!!!!!!!.iolt;,Jl!,J!E£f?.l!r!.tL1if.orm!!q!!.~t.J...,~9!!.{l!l!!.ft.!- , , ~_,"__..__._",,;,
service representatives are instructed to aut/tenticate customers over the telephone J'n all instances except
jn tile case where the customer provides tlte caY detail hiformation wit/tout the assistance of the
Company.

(c) Online access to ePNI. A telecommunications catTier must authenticate a customer without
the use of readily available biographical information, or account infonnation. prior to allowing the
customer onJine access to CPNI related to a telecommunicati.ons s~rvice account. Once authenticated, the
customer may only obtain online access to ePNI related to a telecommunications service account through a
password, as described in paragraph (e) of this section, that is not prompted by the catTier asking for readily
available biographical information, or account infonnation,

17te Company's customers do not currently have access Ifi tlleir account online.

Cd) In-Store access to ePNl. A telecommtmications carrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunications calTier or its agent a valid photo
1D matching the customer's account information.

There are no retail locations,

(e) Establishment of a Password and Back-up Authentication Method, for Lost or Forgotten
Passwords. To establish a passwordl 'a telecommunications carrier must authenticate the customer without
the use ofreadily available biographical information~ or account information. Telecommunications carriers
may create a backwup customer authentication method in the event of a lost or forgotten password, but such
,back-up customer authentication method may not prompt the custolller for readily available biographical
'information1 or accOlmt infonuation. ]f a customer cannot provide the C011'ect password or the C0l1ect
response for the back-up customer authentication method, the customer must establish a new password as
described in tbls paragraph.

Tile Company's CPNI policies allow for a few ways to establish a password, all of wMeil enSUre
compliance witll the above paragraph. Each method also allows the customer to estabUslz a bucl,wup or
security queslioll illihe event thai they forget thefr password. 111110 event does Ihe Company use readf(y
available biographical informatJOlI or account information as a back-up question or as a means to
establish a' password or authenticate the customer.

(f) Notification of account changes, Telecommunications can-iers must ,notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selectiOll of a password at service initiation.
This notification rnay be through a catTjer~originated voicemail or text message to the telephon.e number of
record, or by mail to the address of record l and must not reveal the changed infonnation or be sent to the
new account information.

11Ie CompallY's billing system getterates a nOlificallon letler Wltell atty of Ihe fieltls listed itt Rule
64.201O{j) fs created or c/tanged. Tire Company hnmediiUely mails oul tlte notification 10 Ihe address of
record (llever a Itew adtlress) w/ten required by Rule 64.201O{j). Tile content oflhe notification complies
wltll Ihe requiremellls ofRule 64.20IO(j).
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(g) Business Customer Exemption. Telecommunications carriers may bind themselves
contractually to authentication regimes otJler than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNI.

The Company does not utilize tile business cUftomer exception at fllis time.

Section 64.2011 Notification of customer proprietary network information security
breaches.

(a) A teleconununications carrier shall notify law enforcement ofa breach ofits customers' CPN1
as provided in this section. The carrier shaH not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, until it has completed the process of notifying
Jaw enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonabl.
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret ServIce (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility.
The Commission will maintain a Hnk to the reporting facility at hti:p:/lwww.fcc.gov/eb/cnni.

(1) NotwitllStanding auy state law to the coutrary, the carrier shall not notify customers or
disclose the breach to the public until 7 fll11 business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily nrgent need to notify any class ofaffected
customers sooner than otherwise allowed under paragraph (l), in order to avoid immediate and irreparable
harm, it shall so indicate in its notification and my proceed to immediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse effects of such customer notification.

(3) If tl,e relevant investigating agency determines that the public disciosnre or notice to
:customers would impede or compromise an ongoing or potential criminal investigation or national security}
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the jndgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to
affected customers will no longer impede or compl'Ornise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that notice will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner> of
any breaches dIscovered, notification made 1'0 the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, if available, dates of discovery and notification, a
detailed description of the CPNI that was the subject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimum of2 years. .

The Company has policies and procedures in place to ensure compliance with Rule 64.2011. Wilen it is
reasonabiy determilled tilat a breacll lias occurred, tl.. CPNI Compliance Officer wiil notlfjl law
enforcement and lis customer in the reqUired timeframes. A record oftlte breach will be maintailtedfor
a minimum Of two years and wili include aU illformatioll required by Rille 64.2011.
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